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Preface

Welcome to the IG601 series industrial gateway user manual. This manual will guide you on how to
configure the 1G601.

This preface includes the following contents:

, Intended Users

Conventions in the Manual

Obtaining Documentation

Technical Support

Feedback
Intended Users

This manual is intended for the following users:
. Network architects

Onssite technical support

Network administrators

Any other network staff

Conventions in the Manual

To help guide the reader, the manual will use the following conventions.

Format Description

<> Content in angle brackets fi< >0 ind
button.

o o indicates a window name -uopr wnehewo
Usero

>> A multi-level menu is separated by the double brackeid For e x a my
multi-level menuFile >> New >>Folderindicates the menu item [Folder] under t
submenu New], which is under the mentrile].

Various Signs
The manual also uses a variety of egtching signs to indicate the places wherecip attention
should be paid. The significances of these signs are as follows:

Attention indicates something very important. Improper operation may
Attention | cause data loss or damage to the device.
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== Detailed description afertain features.
Instiuction

Obtaining Documentation

The latest product information is available on lthidandwebsite www.inhandnetworks.com

Specific documentation can be found in these areas:
. Support >> Technical Sipport: Product information on hardware installation, software upgrade,

configuration, manuals and more are available.

Products >>Industrial Intelligent >> 1G60 1: An introductio to the Intelligent Gatewaywlong

with manuals, data sheets, a quick guiled other support documentation. Other products can be
found by browsing through the products menu.

Support >> Software Download: Software updates, webinars and technical papers are available

for download.

Technical Support

InHand is invested in supporg our products with fast and reliable customer service. Feel free to email.
E-mail: support@inhandneworks.com

Websitewww.inhandnetworks.com

Feedback

If you have any comments or questions on your prodplgase send deedbackvia email.

E-mail info@inhandnetworks.com
Your feedback is vital to improving our products.
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IG601 Introduction
This chapter includes the following pérts
Overview

Product Features

1.1 Overview

The InGateway601(IG601) combines 3G networks, intelligent protocol conversion, and VPN
technology to create a product designed for remote nmainte and management. The IG6@4dtures
remote communication betwedéme controller and data center, which provides an ingress (or gateway)
for the remote diagnosis @maintenance of the machin€khe controller technicians can construct
largescale networks for remote maintenance of equipment. The IG601 can also beeemgdos

communication gateway for equipment to coordinate with each other.

With the 1G601, technicians in the office can remotely program field PLCs, monitor variables and
receive alerts in real time. The 1G601 supports lwoimmunicationssia the PLCs Ehernet port and

via the serial port. IG601 also supports status queries, PLC controls and alarm message via SMS. The
IG601 series utilizes the ubiquitous cellular network to the fullest and opens new horizons in remote

management and machine to machinacwnication.

1.2 Product Features

A Designed for the Communication of IndustrialEquipment
SMS Functiori

B

SMS Alarm: users can receive timely alarm message when PLC exception occur in field.

SMS Check and Control: users can remotely monitor and control PLC.

PLC Collaboration: PLCs can communicate with each other via SMS, ensuring more PLCs

work collaborativéy.

Remote Maintenance

Users can achieve PLCO6s remote programming via secure channel

Remote Monitoring
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IG601 can check redime operating status (variable) and send it to data center regularly
through 3G/2G network. UserscanchecPLC6és operation and alarm messages anywher

internet.

p=3

Industrial Design

. Inthe aspects of EMC, argtatic grade, ansurge level and wide temperature range, 1G601
meet the requirements of industrial and operate easily under harsh environments.

Metal enclosure. IP30.

All EMC grade reach level 3.

. Ethernet port supports 1.5kv isolation transformer protection

Serial port support 15kv ESD protection.

Wide temperature range303 ~703 .

Wide voltage rangeDC: 12-24V.

Complete Security

B

B

p>3

, Data Transmission Security
InGateway 601 uses encrypted channel to communicate with remote controller, enabling the
process of updating PLC program enjoys high level of encryption, which is cdrteotra
that of the financial industry.
Network Protection Security
With powerful firewall features, InGateway601 supports SPI State Inspection, Secure Shell
(SSH), Intrusion Protection, DDoS Defense, Attack Defens&AlZ binding, etc, protecting
the egiipment against external network attack.
Equipment Management Security
Multi-level authorization security mechanism realizes centralized authentication and authorization

management of equipment.
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Login Gateway

This chapter covers the foing:

Establish Network Connection
Test the connection between supervisory PC and InGateway

B

Cancel the Proxy Server
2.1 Establish Network Connection
2.1.1 Automatic acquisition of IP address

Please set the supervisory PGdatomatic acquisition of IP address andfautomatic acquisition of
DNS server addres® which is the default configuration of Windows. This way, the InGateway
automatically assign an IP address to the supervisory PC using DHCP.

O p e Gontfol Panelo , doubl e cl i ckn ditNehdventerfiketwark and Sharing

Centersd
-:-Ehﬂ

@Uv 5 b Control Panel » Network and Internet » Network and Sharing Center « [ 44 search Con.. p |

File Edit Wiew Tools Help
@ -
Contrel Panel Home . . . . . E
View your basic network information and set up connections
M irel etwork: [ = N See full map
anage wireless networks b&\ - % *\a-“
Ch dapter sett . -
s Bl s DLZ-PC Rt 26 Internet
Change advanced sharing (This computer)
settings .
View your active networks Connect or discennect
% Ml 26 Access type: Mo Internet access
™ Public netwark Connections: [ £isE 3
Change your netwaorking settings
{‘i‘a Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPM connection; or set up a router or access point,
See also =i Connectto a network
HomeGroup Connect or reconnect to a wireless, wired, dial-up, or VPN netwerk connection. —
Internet Opticns
Cheose homegreup and sharing options
Windows Firewall X g .p gep X X
Access files and printers located on other network computers, or change sharing settings, =

Click the button <Local Connection> to enter the windibwcal Connection Statu®
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m Connecting Devices, Enabling Services

i == =
R
[ ZHEESE Status [
I T—————
General
Connection
IPv4 Connectivity: Mo network access
IPv6 Connectivity: Mo network access
Media State: Enabled
Duration: 09:35:04
Speed: 100.0 Mbps
Details. ..
Activity
=
Sent — &p ——  Received
Bytes: 421,109 | 4,678,075
| |
I I@Ercn{:lerﬁes I [ @gsable ] ’ Diagnose ]
]
Close
Click <Properties to enter the windoviLocal Connection Propetiess, as shown bel ow.
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Connecting Devices, Enabling Services

-
[ 255 Properties - [
Metworking | Sharing

Connect using:
¥ Realtsk RTLE1680/81110 F5 PCIE FIELI AR NIC

.

This connection uses the following tems:

9% Clignt for Microsoft Networks

QVMware Bridge Protocol

3810105 Packet Scheduler

gﬁle and Printer Sharing for Microsoft Metworks

<& |ntemet Protocol Version & (TCP/IPvE)

g Intemet Protocol Version 4 (TCP/IPv4)

<& Link-Layer Topology Discovery Mapper /O Driver
it |ink-Layer Topology Discovery Responder

Install... Uninstall '

Description =
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication

across diverse interconnected networks. i

T pr——

Select| Internet Protocol Version 4 (TCP/IPv4) ¢  C IPiogekies < t o latartee r i
Protocol Version 4 TCP/IPv4) Properties. 0 Sle ®btio &n IP address automatically-
andl Obtain DNS Server addressautomatically,l- then click <OK> to complete the process,

as shown below.
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Internet Protocol Version 4 (TCP/IPvd) Properties M
General | Alternate Configuration |
You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
(@ Obtain an IP address automatically
i) Use the following IP address:
|
l |
k
i
i@ Dbtain DMS server address automatically:
() Use the following DMS server addresses:
]
Validate settings upon exit
I
i
[ Ok ] [ Cancel ]
b
2.1.2 Set a static IP address
Pl ease set the supervisory PCbs | P akihkmetmsd. i n the same subnet as

In this example, th default IP address of gateway FE port is 192.168.2.1, and the subnet mask is

255. 255 . 255 .Infernet Bratoce Nersiorh £ ( TGP/IPv4) Propertieso  wi nThenw

sel ect fiUse the following I P address2l1682t2ype the | P address (ar
192.168.2.254), subnet mask (255.255.255.0), and default gateway (192.168.2.1) into the text boxes.

Finally, click <OK> to finish setting a static IP, as shown below.
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g -
Internet Protocol Version 4 (TCP/IPvd) Properties M

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 .163 . 2 . 23
Subnet mask: 255 .255 .255 . 0
Default gateway: 192 .168 . 2 . 1

CObtain DMS server address automatically
(@) Use the following DNS server addresses:

Preferred DMNS server: a4 .8 .8 .8

Alternate DNS server: 202 .106 .0 .20

[ validate settings upon exit

[ OK J[ Cancel lu
(———

2.2 Test the network connection between the supésory PC and

InGateway.

1jCIickthebutton§tart> at the | owecmd eifnt cotrmerfi gyge
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&1

[Unknown A1]: More inconsistent font.




B C\Windows\system32emd.exe |ﬂ|&]

Microsoft Windows [UVersion 6.1.7608] -
Copyright <c> 2887 Microsoft Corporation. All rights reserwved

C=“lseprsdl=z>

A

b

2Enter fAping drfd® . dGK8 buoniflB2e168<L.1 is the default IP address of the
InGateway). If the connection is good, you will see four returned packets. If there is no response,

be sure to check your connection and your supervisory PC's network settings.
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BN C\Windows\system32\emd.exe |iﬂlﬁ]

Microsoft Windows [Uersion 6.1.76881]
Copyright <c> 2887 Microsoft Corporation. HAll rights reserved.

C:Userssdlzping 192.168.2.1

Pinging 1922.168.2.1 with 32 hytes of data:

Reply from 192.168.2.1: bytes=32 time<ims TTL=64
Reply from 192_168.2_1: bytes=32 time<ims TTL=64
Reply from 192.168.2.1: bytes=32 time<ims TIL=64
Reply from 192.168.2_1: bytes=32 time{ims TTL=64

Ping statistics for 192.168.2.1:
Packets: Sent = 4. Received = 4, Lost = @ (Bz
Approximate round trip times in milli—seconds:
Minimum = Bms, Maximum = Bms,. Average = Bms

C:slzersdl=>_

2.3 Disconnect from the Proxy Server.

If the superviery PC uses a proxy server to access the Internet, it is necessary to disconnect from the
proxy and remove any proxy settings. The operating steps are as follows:
Open Internet Explorer.

SelectTools>>Internet Optionsto enter the windowvilnternet Optionso.
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Connecting Devices, Enabling Services

- -
Internet Options ’ “ M

General |Security I Privacy | Cantent I Connections | Programs I Advanced|

Home page

To create home page tabs, type each address on its own line,
Jhanarw. duba. com/7f=dbsj -

=y

-

[ Use current H Use default ][ UUse blank ]

Browsing history

7 Delete temporary files, history, cookies, saved passwords,
../ and web form information. |

Delete browsing history on exit

Delete... ] [ Settings ]
Search
p Change search defaults.
Tabs
"~ | | Change how webpages are displayed in
tabs.
Appearance

l Colors H Languages ” Fonts H Accessibility ]

[ oK H Cancel ]: Apply

, Select the tab #AConnectodo and <c¢click théN button <LAN Setting(L];
Setting. 0 | f t Use a Prgxy $Seover fofiLAND i s cuhobechit. eClick the <OK>
button and continue to the web configuratiect®n of the manual.
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Connecting Devices, Enabling Services

[ Local Area Network (LAN) Settingse, s g et ]

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[Tiautomatically detect settings:

|:| Use automatic configuration script

Address

Proxy server

[ Use a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

Address: Part: EBEI | Advanced

Bypass proxy server for local addresses

N\/Eb Conflg uration _— [Unknown A2]: This section seems like it has been

localized already. It only needed light editing.

This chapter covers the following contents:

17792
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Logging in the Browser Interface
System

Network

Service

Firewall

QoS

Tools

Status

3.1 Login the Web Configuration Page of Gaway

Run the Web btip:#18x16%24 e mt ermhef address bar, and press Enter to skifp
|l ogin page, as shown below. Enter the fAUser Named (default: adm)

InGateway Login

Username  [adm

Password  [esesss|

Login

Click button <Login> or directly press Enter to enter the Web configuration page, as shown below.
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http://192.168.2.1/

System Metwork

Marne

todel

Serial Mumnber

Description

Current Version

Current Bootloader Yersion

Gateway Time
PC Time
Up time

CPU Load (1 /5115 mins)

Memory consumption
TotallFree

4

Services Firewall Q05 Tools Status
System Status

InGateway
IGE01WHD1
00000000

Wi iNhand . carm.ch
1.2.0r2781 test)
11352777

2000-01-01 08:04:25

2013-08-05 16:38:37 __Sync Time |

0 day, 00:04: 26
0.02/0.00/000

28.86ME £ 20.76ME (71.94%)

Click <Sync Time> to synchronize the gateway's clock with the system time of the host.

@Iﬂsu'ﬂcﬁon

For securi, it is highly recommended that you modify the default password af

your first login. Store the password information in a secure location.

3.2 System

The system configuration process involves nine steps:

Basic Setup
Time

Serial Port
Admin Access

System Log

Update
Reboot

= -4 -4 -4 -—a _—a -_a _a -2

Logout

Configuration Management
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3.2.1 Basic Setup

[Unknown A3]: This is inconsistent with the
previous part of the document, but it actually is much
cleaner looking.

From the navigation panel, seleégystem >> Basic Settj,p t hen Basit Setupt paagé,

shown below.

inhand

System Metwork Services Firewrall QoS Tools Status
Basic Setup
Language IEnglish v[
Hostname IInGat eway
Apply | Cancel |

=
| »

Page description is shown below:

Language Select the language of configuratic English
page
Hostname Set the name of InGateway Gateway
3.2.2 Time

In order to ensure the coordination of the gateway and other devices, users need to set the system time
and time zone arrectly. From the navigation panel, sel&ststem >> Timet hen enltmed t he i
webpage, as shown below. Click <Sync Time> to synchronize the time of the gateway with the system

time of the host.
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inhand A

System Metwork SErvices Firewsall Qos Tools Status

Time

Gateway Time 2000-01-01 08:05:54
PC Time 2013-08-05 15:40:06 __ Syne Time |
Timezone | Custom |

Custom TZ String jcsT8
Auto Update Time |D|sahled 'l

Apply Cancel |

[l | JIJ

The terms are explained below:

Gateway Time Display the system time of Gateway 200001-01 08 1€ 47
PC Time The current time of supervisory PC N/A

Timezone Set time zone Custom

Custom TZ String ~ Set the time zone of the Gateway CST8

Auto update Time  Time Update Interval Disabled

3.2.3 Serial Port

On the serial port settings config page, users need set the serial configuration of the gateway with the

same parameters as the connected device. If users arsofsimgresimilar to PuTTY, users shouldtse

their serial configs the same as the settings below.

From the navigation panel, sele€gystem >> Serial Port t h e nSerialfPor®®r pge, as shown

below.
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System Metwark Services Firewall Qs Tools Status
Serial Port
Baudrate 115200 ~
Diata Bits |8 vl
Parity INone 'l
Stop Bit |1 -]
Software Flow Control r
Mode IRSZSZ 'l
Apply Cancel |
« v

Page description is shown below:

BaudRate Serial baud rate 115200
Data Bit Serial data bits 8
Parity Set parity bit of serial data None
Stop Bit Set stop bit of serial data 1
Software Flow Control Enable Software Flow Control Disable
Mode Select serial type RS232

3.2.4 Admin Access

HTTP
HTTP (Hypertext Transfer Protocol) is used for transferring web pages on Interneteadtaling

HTTP service on device, users can log on via HTTP and access the device using a web browser.

HTTPS

HTTPS (Secure Hypertext Transfer Protocol) supports (§8turity Socket Layer) and encrypts data
transfers. This prevents mamthe-middle attacks when data passes either through the local network or
across the internet.
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TELNET

Telnet protocol provides telnet and virtual terminal functions through a retWbe device supports

both a client mode and a server mode. In client mode, the telnet client sends request to the telnet server,
creating a session. While in server mode, the device supports Telnet connections for incoming clients,

allowing for remote awess.

Console
The console port, also called the access or serial port, refers for initial configuration and subsequent
management of a device. It has the same terminal as the telnet client. From the navigation panel, select

System >> Admin Accessthen eh e AdmifiAcces® page, as shown bel ow.
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Connecting Devices, Enabling Services

|»

Cld Password
Mew Password

Confirm Mew Password

System hetwiork Services Firewall Qs Tools Status
Admin Access
Username / Password
Username adm

4]

Management
Enahle Serice Type Service Port Lingel BElE A”DWEU TSR o A Description
access aCCESS (Optional)
¥ HTTP fo R Foo |
[~ HTTPS fr23 2 7o |
¥ TELNET 3 2 I |
¥ Console |
Non-privileged users
Username Password
Other Parameters
Login timeout 500 Seconds

Page description is shown below:

Description Default

Username
Old Password
New Password

Confirm New
Password

Username for configuration web adm
login .

To change the password, users N/A
must input the old one.

Input new password.

Input the new password again.

N/A
N/A

Management HTTP/HTTPS/TELNET/Console

Enable
Service Port
Local Access

InHand Networks

Select to enable HTTP. Enabled
Select management port. 80/443/23/N/A
Enablé® allow maragement of  Enabled

the IG601 over the local network

24192
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P
or LAN.

Disabléd forbid management of
the IG601 over LAN.
Remote Access Enablé allow management of Enabled
the IG601 over the WAN, or
internet.

Disabléd forbid management on
a WAN connection.

Allowed Access Set the range of IP address that N/A

from WAN allowed access over a WAN

(Optional) connection. For example
192.168.2.1/30 or 192.168.2.1
192.168.2.10.
(HTTP/HTTPS/TELNET)

Description Describe the parameters of N/A
management (neimfluence to
1G601)

Username Technician defines a new N/A
username.

Password User define the password N/A

Log Timeout Log Timeout Log Timeout

Q:*:b;_’_i?msrl'u('lion

In AUseéPmaamwordod section users c
However, these accounts will be Rprivileged, meaning the new users can
create new username. A nprivileged account may only do web logins.

I n fipNroinvi | eged User so smelltiptei usernames

Technicians can utilize multiple usernames while logging on a IG601 via

port or Telnet.

3.2.5 System Log

A remote | o0og server can be set through fASystem Log Settings, 0 an
the remote log seer through the gateway. This makes remote log software, such as Kiwi Syslog

Daemon, is a necessity on the host.
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Kiwi Syslog Daemon is free log server software for Windows, which can receive, record and display
logs from host (such as gateway, exchangedaad Unix host). After downloading and installing

Ki wi Sysl og Daemon, it mu s Fitkeee> Setum ¥>ilnput p>eUDP tohr ough t he menus i
From the navigation panel, seleégystem >> System Log t h e rSyseem togr pfa g e, as shown
below.

inhand

System Metwork SErvices Firewall Qos Tools Status

System Log

Log to Remate System

IP Address / Port(UDP) I 514
Log to Console -
Apply | Cancel |

E
| »

Page description is shown below:

Log to Remote System  Enable remote log server Disable

IP address/Port (UDP) Set the IP and Port of remote log serve N/A/Port:
514

Log to Console Print the log to console. Disable

3.2.6 Config Management

Users may import an old configuration or backup the current configuration.
From the navigation panel, sele&ystem >> Config Management t hen eQorfig r t he f
Managemenb page, as shown bel ow.
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inhand

System Metwork Services Firewall Qs Tools Status

|»

Config Management

Gateway Configuration

. .. | Import Backup

Restore default configuration

Network Provider (ISP)

| . .. | Import Backup

=
4« | 3

Page description is shown below:

Gateway Import/Backup configuration N/A
Configuration

Restore default Click to reset IG601. To complete the reset, N/A
configuration users need to reboot the IG601.

Network Provider The technician must configure the local AF N/A
(ISP) username, password, and other configs
same as their ISP.

A Attention

Be sure to check imported configs for incorrect formats and completeness.

importing, the system will filter the improgg formatted commands and save th
correct configuration. The good configs will later be serially executed in order
system reboot. The system will not get into expected state in the case that the

imported configuration is not arranged accordingri@ffective order.

@Iﬂs fmction

In order not to affect the operation of the current system, when performing an

import configuration and restore default configuration, users need to restart th
gateway to make the new configuration to take effect
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3.2.7 System Upgrade

From the navigation panel, selé8ystem >> Upgrade t hen ©UEpgtaded pgaee,i as shown
below.

System Metwork Services Firewsall clos Tools Status
Upgrade

Select the file to use:

. .. | Upgrade |

Current Wersion : 1.2.0.r2781(test)
Current Bootloader Wersion - 1.1.3r2777

=
4« »

To upgrade the system, click ti8ystem tab then System upgrade>to enter upgrade page, then

follow the st@s below:
Step one: ClickBrowse> choose the upgrade file, and then cli€éper», as shown below:

Choose file @
Loak in: | D My Docurments j 2 ? ] .
| 5. @My Music
k! ﬂMy Pictures
My Recent ]

D ocuments

T
Desklop
My Documents

Iy Computer

My Hetwork File name: |update. birn j Open |
Places
Files of ype:  [all Files ) =l Cancel

Step Two: Clck <Update> and then click ©K> to begin updating. Make sure your screen matches the

28792
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picture below.

QR e e :
inhand InHand Netweorlks
System Network Services Firewall QoS Toels Status

Upgrade EE—

3 0:29

Upgrading firmware.. .
It will take about 1-5 minutes depending on network. Please wait and don’t interrupt!

Step Three: Upgde firmware succeed, and clicReboot> to restart the 1IG601.

3.2.8 Reboot

If users need to reboot system, please clickSystemtab, then<Reboot and click <OK> to restart

the system.

3.2.9 Logout

If users want to logout, clicBystem >> Logoutand then click OK>.
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Confirz Logout ?

3.3 Network

This section covers network settings include Dialup/Cellular, LAN, DNS, DDNS, and Static Routes.

3.3.1 Dialup/Cellular Connection

With following configuration, IG601 can access the internet through the wireless cellwarke
From the navigation panel, selététtwork >> Dialup, then enter théDialupo t ab, as shown bel ow.
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|+

System Metwork SErvices Firewall Qs Tools Status
Dialup
Enahle =2
Time schedule |ALL 'I Schedule Management
SHARED T2
Metwork Provider (I15P) |Custom j hanage

APN [oninet
Access Mumber W
Username [oors
Passward [oeee
Network Selsct Type [ =]

Band |ALL =l
Static IP r

Connection Mode IAIways Orline 'l
Redial Interval ISD Seconds

Show Advanced Options [

Apply Cancel |
_>|_I

4
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inhana linHand Netweorls

[~

System Network Services Firewall QoS Tools Status
Dialup

Redial Interval lﬁ‘[]—Seconds
Show Advanced Options Vv

Initial Commands |

PIN Code [

Dial Timeout 120 Seconds

MTU ET

MRU ET

TX Queue Length [

Authentication Type [Acte =]

Enable IP head compression v

Use default asyncmap r

Use Peer DNS 2

Link Detection Interval [f5 seconds(o: disable)

Link Detection Max Retries |3—

Debug r

Expert Options |m}mppe nomppc nodeflate nobsdcomp novj novjccomp noccp

ICMP Detection Server —

ICMP Detection Interval [0 seconds

ICMP Detection Timeout IZU—Seconds

ICMP Detection Retries —

Apply Cancel

<]

< |

Terminology is listed below:

Parameters Description

Default

Enable Enable PPP diap.

Enable

Time Schedule  Select timetable for online and offlin ALL

We need defined timetable throus
iSchedul e Manage!
ANAT,
address translation. Local addres
can be translated to global WA

SHARED Enabled enabl e

addres on a ongo-many basis.

Disable&é di sabl e #fANAT.

Enable

ISP Select local ISP, if not listed her Customer
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APN
Access Number

Username

Password

Network Select
Type

Static IP

Connection Mode

Redial Interval

Initial Commands
PIN code
Dial Timeout

MTU

MRU

TX Queue Length
Authentication
Type

Enable IP header
compression

Use default
asyncmap

Use Peer DNS
Link Detection
Interval

Link Detection
Max Retries
Debug

Expert Option

please select ACI
APN provided by youtocal ISP
Dialup phone number provided by
your Local ISP.

Some APNSs need a username and
password to complete the PPP
connection, but not every APN need:
username.

Some APNSs need a username and
password to do the PPP connection,
but not every APN needs a passwort
Choose mobile network type. The
avail able option:
onlyo and A3G onl
Enable a static IP if your SIM card c¢
get a static IP address.

It may be ses to
Online, 0 AConnec:!:
fiManual . 0

When a dialup fails, InGateway will
redial after an interval.

Used for advanced parameters.

Set the use of the SIM caRIN code.
Set dialup timeout. The IG601 will
reboot after timeout.

Set max transmit unit, or max frame
size. Set this number to 1500 for
normal frames and larger for little bic
frames.

Set max receive units.

Set length of transmit queue.

Select either Auto, PAP or CHAP. Th
is nessecary for some ISP connectio
Enable IP header compression

Enable defalt asyncmap, and PPP
advanced option.

Use the assigned DNS server.
Set the Link Detection Interval.

Set the max retries if a link detection
failed.

Enabe debug mode.

Provide extra PPP parameters,
normally user don't need to set these
Options include: nomppe nomppc
nodeflate nobsdcomp novj novjccom
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Uninet
*QO#/*QO*+*] # |
#1777

GPRS

GPRS

Auto/ 2G only / 3G
only

Disable

Always Online

30 seconds

N/A
N/A
120 seconds

1500

1500
64
Auto
Enable

Disabled

Enable
55 seconds

3

Disable
N/A

e




noccp.
ICMP Detection  Set the ICMP Detection Server. Blan Blank
Server representsone.

ICMP Detection  Set the ICMP Detection Interval. 30 seconds
Interval

ICMP Detection  Set ICMP Detection Timeout (IR6X1 20 seconds
Timeout will reboot if ICMP time out)

ICMP Detection  Set the max number of retries if ICM 5

Max Retries failed

A Attention

Configure the device's schedule to set any downtime.
To set the devi c eDalumc hwa chudloew, Scheduleidartagerhaaih dp afig e .

U]_hand 1l

System Network Services Firewall QoS Tools Status

M=
Dialup
Schedule Management
Name Sunday Monday Tuesday Wednesday Thursday Friday Saturday Time Range 1 Time Range 2 Time Range 3 Description
schedule_1 ] ] ] 5] ] ] [ 9:00-12:00 14:00-18:00  0:00-0:00
Cancel

To create a static LAN connection, go into the navigation panelt $¢édwork >> LAN, then enter
t heANG page, as shown bel ow.
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Systern Metwork Services Firewall Qo5 Tools Status

LAN

MAC Address IDD:18:DS:15:11:8D Default |

P Address |192.168.2.1
Metmask |255.255.255.D
MTU IDefauIt v"1500
LAN Mode IAuto Megatiation 'l
Multi-IP Settings
IP Address Hetmask Description
Apply | Cancel |

=
4 | »

The settings are explained below:

Parameters Description Default

MAC Address  The host MAC address in LAN, which is provide 00:18:05:15:11:8D
by the manufacturers.

IP Address Set the IP Address in LAN 192.168.2.1
Net mask Set the subnet mask of a local network. 255.255.255.0
MTU Set MTU length options to either Default or 1500
Manual. 1500 is the normal frame size for Ether
LAN Mode \:I/.(Z)OM Full/duplex,100MHalf/duplex. Auto Negotiation
IP Address Set additional IP Address of LAN N/A
Netmask Set netmask of LAN N/A
Description Description about this IP address N/A
3.3.3DNS

At the core of the internet lies DNS or the domaitme systemlt employs a distributed database

(DDB) to map domain names and IP addresses across the web. DNS makes it convenient to access the
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internet, so that instead of memorizing IP humbers, people can use words to makerdongsn
The device supports the foling two functions through the domain name configuration service:
DNS Server: the device can function as a local DNS Server.
DNS relay: as a DNS agent, the device can transfer DNS request and response messages between
the DNS client and server, while aegecuting domain name analysis in place of the DNS Client.
To begin setting up the DNS client, find the navigation panel, seietwtork>>DNS to enter into the
fiDNSO wi ndow and manually set the DNS information. I f the
found via dialup. Generally, users will only need to set the dialup DNS settings if they have static

routes on the gateway.

inhand

Sistern Metwork Services Firewall QoS Tools Status
DNS
Primary DMNS ID.D.D.D

Secondary DMNS ID.D.D.D

Apply | Cancel |

=
« | »

Page description is shown below:

Primary DNS Set Primary DNS N/A
Secondsy DNS Set Secondary DNS N/A
3.3.4 DDNS

DDNS (Dynamic Domain Name Server) automatically adds DNS entries to a server in real time.
DDNS automatically logs IP addresses and dmashes to its database when hosts connect to the
network. When hostnames haveeb recorded, they may be used in the place of IP addresses. DDNS

will be particularly useful in an IPv6 environment.

To set up DDNS, go into the navigation panel, séNsttvork >> DDNS,t hen RDNBoerpafige, as
shown below.
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inhand InHand Netweo
System Ietwark Services Firewsall Q05 Tools Status
DDNS
Dynamic DNS ==> Dialup
Current Address
Service Type | QDNS(3322) - Dynamic x|
URL hittp: fAwne 3322 argy
Username [
Password |
Hostname |
yildcard r
i |
Backup WX Il |
Force Update r
Last Update -
Last Response -
Apply | Cancel |
4 | _’|LI
Page description is shown below:
Parameters Description Default
Current Show the current IP address Blank
Address
Service Type Select DDNS Provider Disabled
URL Automatically generate, users do r http:/www.3322.0rg/
need to set
Username Registered username for DDNS N/A
Password Registered password for DDNS N/A
Hostname Registered hostname for DDNS N/A
Wildcard Set whether the server suppo Disabled
wildcards
37/92
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MX Whether to update the mailbox record N/A

Backup MX Whether to update the mailbox record Disabled

Force Update Force update records after modifyil Disabled
the settings

3.3.5 Static Routes

Static routes are created manually and have many different uses. After the static route is set, packets

will be transferred to appointed routes. Engineers can create simpler networks by using static routes in

place of RIP or OSPF, and ensure greater network reliability. The proper setting and use of static

routing can also improve the performance of a networkgaiadantee bandwidth for important network

applications.

From the navigation panel, selééttwork >> Static Route,t h e n SHatidReuted ipage, as shown

below.

Page description is shown below:

Destination Set IP address of the destination 0.0.0.0
Net Mask Set subnet mask of the destination 255.255.255.0
Gateway Set the gateway of the destination N/A
Interface Users can select which interface acces N/A
the destination
Description Describe astatic route N/A
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