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Preface 

Welcome to the IG601 series industrial gateway user manual. This manual will guide you on how to 

configure the IG601. 

This preface includes the following contents: 

 ̧ Intended Users 

 ̧ Conventions in the Manual 

 ̧ Obtaining Documentation 

 ̧ Technical Support 

 ̧ Feedback 

Intended Users 

This manual is intended for the following users: 

 ̧ Network architects 

 ̧ On-site technical support  

 ̧ Network administrators  

 ̧ Any other network staff 

Conventions in the Manual 

 ̧ To help guide the reader, the manual will use the following conventions. 

Format Description 

< > Content in angle brackets ñ< >ò indicates a button name. For example, the <OK> 
button. 

ñò ñò indicates a window name or menu name. For example, the pop-up window ñNew 

User.ò  

>> A multi-level menu is separated by the double brackets ñ >>.ò For example, the 

multi-level menu File >> New >>Folder indicates the menu item [Folder] under the 

sub-menu [New], which is under the menu [File].  

 

 ̧ Various Signs 

The manual also uses a variety of eye-catching signs to indicate the places where special attention 

should be paid. The significances of these signs are as follows:  

 

Attention indicates something very important. Improper operation may 

cause data loss or damage to the device. 
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Detailed description of certain features.  

Obtaining Documentation 

The latest product information is available on the InHand website, www.inhandnetworks.com . 

Specific documentation can be found in these areas: 

 ̧ Support >> Technical Support:  Product information on hardware installation, software upgrade, 

configuration, manuals and more are available.  

 

 ̧ Products >> Industrial Intelligent >> IG60 1: An introduction to the Intelligent Gateway, along 

with manuals, data sheets, a quick guide, and other support documentation. Other products can be 

found by browsing through the products menu. 

 ̧ Support >> Software Download: Software updates, webinars and technical papers are available 

for download.  

Technical Support 

InHand is invested in supporting our products with fast and reliable customer service. Feel free to email. 

E-mail: support@inhandneworks.com 

Website: www.inhandnetworks.com  

Feedback 

If you have any comments or questions on your products, please send us feedback via email.  

E-mail̔ info@inhandnetworks.com   

Your feedback is vital to improving our products.  
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IG601 Introduction  

This chapter includes the following parts̔ 

 ̧ Overview 

 ̧ Product Features 

1.1 Overview 

The InGateway601 (IG601) combines 3G networks, intelligent protocol conversion, and VPN 

technology to create a product designed for remote maintenance and management. The IG601 features 

remote communication between the controller and data center, which provides an ingress (or gateway) 

for the remote diagnosis and maintenance of the machines. The controller technicians can construct 

large-scale networks for remote maintenance of equipment. The IG601 can also be employed as a 

communication gateway for equipment to coordinate with each other.  

 

With the IG601, technicians in the office can remotely program field PLCs, monitor variables and 

receive alerts in real time. The IG601 supports both communications via the PLCs Ethernet port and 

via the serial port. IG601 also supports status queries, PLC controls and alarm message via SMS. The 

IG601 series utilizes the ubiquitous cellular network to the fullest and opens new horizons in remote 

management and machine to machine communication.  

1.2 Product Features 

Â Designed for the Communication of Industrial Equipment 

 ̧ SMS Function̔  

SMS Alarm: users can receive timely alarm message when PLC exception occur in field. 

SMS Check and Control: users can remotely monitor and control PLC. 

PLC Collaboration: PLCs can communicate with each other via SMS, ensuring more PLCs 

work collaboratively.  

 ̧ Remote Maintenance 

Users can achieve PLCôs remote programming via secure channel (serial/Ethernet pot)  

 ̧ Remote Monitoring̔ 
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IG601 can check real-time operating status (variable) and send it to data center regularly 

through 3G/2G network. Users can check PLCôs operation and alarm messages anywhere via 

internet.  

Â Industrial Design 

 ̧ In the aspects of EMC, anti-static grade, anti-surge level and wide temperature range, IG601 

meet the requirements of industrial and operate easily under harsh environments.  

 ̧ Metal enclosure. IP30. 

 ̧ All EMC grade reach level 3.  

 ̧ Ethernet port supports 1.5kv isolation transformer protection  

 ̧ Serial port support 15kv ESD protection. 

 ̧ Wide temperature range: -30ᴈ~70ᴈ. 

 ̧ Wide voltage range: DC: 12-24V. 

Â Complete Security  

 ̧ Data Transmission Security  

InGateway 601 uses encrypted channel to communicate with remote controller, enabling the 

process of updating PLC program enjoys high level of encryption, which is comparable to 

that of the financial industry.  

 ̧ Network Protection Security  

With powerful firewall features, InGateway601 supports SPI State Inspection, Secure Shell 

(SSH), Intrusion Protection, DDoS Defense, Attack Defense, IP-MAC binding, etc, protecting 

the equipment against external network attack.  

 ̧ Equipment Management Security  

       Multi -level authorization security mechanism realizes centralized authentication and authorization 

management of equipment.   
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Login Gateway  

This chapter covers the following: 

 ̧ Establish Network Connection  

 ̧ Test the connection between supervisory PC and InGateway   

 ̧ Cancel the Proxy Server  

2.1 Establish Network Connection 

2.1.1 Automatic acquisition of IP address  

Please set the supervisory PC to ñautomatic acquisition of IP addressò and ñautomatic acquisition of 

DNS server address,ò which is the default configuration of Windows. This way, the InGateway 

automatically assign an IP address to the supervisory PC using DHCP. 

Open ñControl Panelò, double click ñNetwork and Internetò icon, and enter ñNetwork and Sharing 

Centersò  

 

Click the button <Local Connection> to enter the window ñLocal Connection Statusò 
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    Click <Properties> to enter the window ñLocal Connection Propertiesò, as shown below.  
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Select ľInternet Protocol Version 4 (TCP/IPv4).ò Click <Properties> to enter ñInternet 

Protocol Version 4( TCP/IPv4) Properties.ò  Select ľObtain an IP address automaticallyĿ 

and ľObtain DNS Server address automatically,Ŀ then click <OK> to complete the process, 

as shown below.   
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2.1.2 Set a static IP address 

Please set the supervisory PCôs IP address in the same subnet as the gateway FE (or fast Ethernet) port. 

In this example, the default IP address of gateway FE port is 192.168.2.1, and the subnet mask is 

255.255.255.0. Enter the ñInternet Protocol Version 4 ( TCP/IPv4) Propertiesò window. Then, 

select ñUse the following IP addressò, type the IP address (arbitrary value between 192.168.2.2 -  

192.168.2.254), subnet mask (255.255.255.0), and default gateway (192.168.2.1) into the text boxes.  

Finally, click <OK> to finish setting a static IP, as shown below.  
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2.2 Test the network connection between the supervisory PC and 

InGateway. 

1) Click the button <Start> at the lower left corner. Type ñcmdò into the field, and run cmd.exe.  [Unknown A1]: More inconsistent font.  
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2) Enter ñping 192.168.2.1ò and click the <OK> button. (192.168.2.1 is the default IP address of the 

InGateway). If the connection is good, you will see four returned packets. If there is no response, 

be sure to check your connection and your supervisory PC's network settings.   
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2.3 Disconnect from the Proxy Server. 

If the supervisory PC uses a proxy server to access the Internet, it is necessary to disconnect from the 

proxy and remove any proxy settings. The operating steps are as follows: 

 ̧ Open Internet Explorer.  

 ̧ Select Tools>>Internet Options to enter the window ñInternet Optionsò. 
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 ̧ Select the tab ñConnectò and click the button <LAN Setting(L)> to enter the window ñLAN 

Setting.ò If the option ñUse a Proxy Server for LANò is checked, uncheck it. Click the <OK> 

button and continue to the web configuration section of the manual. 
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Web Configuration  

This chapter covers the following contents: 

 [Unknown A2]: This section seems like it has been 

localized already. It only needed light editing. 
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 ̧ Logging in the Browser Interface  

 ̧ System 

 ̧ Network 

 ̧ Service  

 ̧ Firewall 

 ̧ QoS 

 ̧ Tools 

 ̧ Status  

3.1 Login the Web Configuration Page of Gateway 

Run the Web browser, enter ñhttp://192.168.2.1ò in the address bar, and press Enter to skip to the Web 

login page, as shown below. Enter the ñUser Nameò (default: adm) and ñPasswordò (default: 123456). 

 

Click button <Login> or directly press Enter to enter the Web configuration page, as shown below. 

http://192.168.2.1/
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Click <Sync Time> to synchronize the gateway's clock with the system time of the host. 

 

For security, it is highly recommended that you modify the default password after 

your first login. Store the password information in a secure location.  

 

3.2 System 

The system configuration process involves nine steps:  

¶ Basic Setup 

¶ Time  

¶ Serial Port 

¶ Admin Access 

¶ System Log 

¶ Configuration Management 

¶ Update 

¶ Reboot  

¶ Logout 
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3.2.1 Basic Setup 

From the navigation panel, select System >> Basic Setup, then enter the ñBasic Setupò page, as 

shown below. 

 

Page description is shown below: 

 

Parameters Description Default 

Language Select the language of configuration 

page 

English  

Hostname Set the name of InGateway Gateway 

 

3.2.2 Time 

In order to ensure the coordination of the gateway and other devices, users need to set the system time 

and time zone correctly. From the navigation panel, select System >> Time then enter the ñTimeò 

webpage, as shown below. Click <Sync Time> to synchronize the time of the gateway with the system 

time of the host. 

 [Unknown A3]: This is inconsistent with the 

previous part of the document, but it actually is much 

cleaner looking. 
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The terms are explained below: 

 

Parameters Description Default 

Gateway Time Display the system time of Gateway 2000-01-01 08̔ 16̔ 47 

PC Time The current time of supervisory PC N/A 

Timezone Set time zone Custom 

Custom TZ String Set the time zone of the Gateway CST-8 

Auto update Time Time Update Interval Disabled  

 

3.2.3 Serial Port 

On the serial port settings config page, users need set the serial configuration of the gateway with the 

same parameters as the connected device. If users are using software similar to PuTTY, users should set 

their serial configs the same as the settings below. 

From the navigation panel, select System >> Serial Port, then enter ñSerial Portò page, as shown 

below. 
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Page description is shown below: 

 

Parameters Description Default 

Baud Rate Serial baud rate 115200 

Data Bit Serial data bits 8 

Parity Set parity bit of serial data None 

Stop Bit Set stop bit of serial data 1 

Software Flow Control Enable Software Flow Control Disable 

Mode Select serial type RS232 

 

3.2.4 Admin Access 

HTTP 

HTTP (Hypertext Transfer Protocol) is used for transferring web pages on Internet. After enabling 

HTTP service on device, users can log on via HTTP and access the device using a web browser. 

 

HTTPS 

HTTPS (Secure Hypertext Transfer Protocol) supports SSL (Security Socket Layer) and encrypts data 

transfers. This prevents man-in-the-middle attacks when data passes either through the local network or 

across the internet.  
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TELNET  

Telnet protocol provides telnet and virtual terminal functions through a network. The device supports 

both a client mode and a server mode. In client mode, the telnet client sends request to the telnet server, 

creating a session. While in server mode, the device supports Telnet connections for incoming clients, 

allowing for remote access. 

 

Console 

The console port, also called the access or serial port, refers for initial configuration and subsequent 

management of a device. It has the same terminal as the telnet client. From the navigation panel, select 

System >> Admin Access, then enter ñAdmin Accessò page, as shown below. 
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Page description is shown below: 

Parameters Description Default 

Username Username for configuration web 

login . 

adm 

Old Password To change the password, users 

must input the old one. 

N/A 

New Password Input new password. N/A 

Confirm New 

Password 

Input the new password again. N/A 

Management̔ HTTP/HTTPS/TELNET/Console 

Enable Select to enable HTTP. Enabled 

Service Port Select management port.  80/443/23/N/A 

Local Access Enableðallow management of 

the IG601 over the local network, 

Enabled 
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or LAN. 

 

Disableðforbid management of 

the IG601 over LAN.  

Remote Access Enableðallow management of 

the IG601 over the WAN, or 

internet. 

 

Disableðforbid management on 

a WAN connection. 

Enabled 

Allowed Access 

from WAN 

(Optional)  

Set the range of IP address that is 

allowed access over a WAN 

connection. For example 

192.168.2.1/30 or 192.168.2.1 - 

192.168.2.10. 

(HTTP/HTTPS/TELNET) 

N/A 

Description Describe the parameters of 

management (non-influence to 

IG601) 

N/A 

Parameters Description Default 

Non-priviledged Users(Console login) 

Username Technician defines a new 

username.  

N/A 

Password User define the password  N/A 

Other Parameters 

Log Timeout Log Timeout Log Timeout 

 

  

 In ñUsername/Passwordò section users can modify username and password.  

However, these accounts will be non-privileged, meaning the new users cannot 

create new username. A non-privileged account may only do web logins. 

 In ñNon-privileged Usersò section, we can create multiple usernames. 

Technicians can utilize multiple usernames while logging on a IG601 via serial 

port or Telnet.  

 

3.2.5 System Log 

A remote log server can be set through ñSystem Log Settings,ò and all system logs will be uploaded to 

the remote log server through the gateway. This makes remote log software, such as Kiwi Syslog 

Daemon, is a necessity on the host. 
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Kiwi Syslog Daemon is free log server software for Windows, which can receive, record and display 

logs from host (such as gateway, exchange board and Unix host). After downloading and installing 

Kiwi Syslog Daemon, it mus be configured through the menus ñFile >> Setup >> Input >> UDP.ò 

From the navigation panel, select System >> System Log, then enter ñSystem Logò page, as shown 

below. 

 

Page description is shown below: 

Parameters Description Default 

Log to Remote System Enable remote log server Disable 

IP address/Port (UDP) Set the IP and Port of remote log server N/A/Port: 

514 

Log to Console Print the log to console. Disable 

 

3.2.6 Config Management 

Users may import an old configuration or backup the current configuration.  

From the navigation panel, select System >> Config Management, then enter the ñConfig 

Managementò page, as shown below. 
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Page description is shown below: 

Parameters Description Default 

Gateway 

Configuration 

Import/Backup configuration N/A 

Restore default 

configuration 

Click to reset IG601. To complete the reset, 

users need to reboot the IG601. 

N/A 

Network Provider 

(ISP) 

The technician must configure the local APN, 

username, password, and other configs the 

same as their ISP. 

N/A 

 

 

Be sure to check imported configs for incorrect formats and completeness.  When 

importing, the system will filter the improperly formatted commands and save the 

correct configuration. The good configs will later be serially executed in order after 

system reboot. The system will not get into expected state in the case that the 

imported configuration is not arranged according to an effective order. 

 

In order not to affect the operation of the current system, when performing an 

import configuration and restore default configuration, users need to restart the 

gateway to make the new configuration to take effect 
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3.2.7 System Upgrade  

From the navigation panel, select System >> Upgrade, then enter the ñUpgradeò page, as shown 

below. 

 

To upgrade the system, click the System, tab then <System upgrade> to enter upgrade page, then 

follow the steps below: 

Step one: Click <Browse> choose the upgrade file, and then click <Open>, as shown below: 

 

Step Two: Click <Update> and then click <OK> to begin updating. Make sure your screen matches the 
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picture below. 

 

Step Three: Upgrade firmware succeed, and click <Reboot> to restart the IG601. 

3.2.8 Reboot 

If users need to reboot system, please click the System tab, then <Reboot> and click <OK> to restart 

the system. 

 

3.2.9 Logout 

If users want to logout, click System >> Logout, and then click <OK>. 
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3.3 Network 

This section covers network settings include Dialup/Cellular, LAN, DNS, DDNS, and Static Routes.  

3.3.1 Dialup/Cellular Connection 

With following configuration, IG601 can access the internet through the wireless cellular network. 

From the navigation panel, select Network >> Dialup, then enter the ñDialupò tab, as shown below. 
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Terminology is listed below: 

 

Parameters Description Default 

Basic Config 

Enable Enable PPP dialup. Enable 

Time Schedule Select timetable for online and offline. 

We need defined timetable through 

ñSchedule Managementò in advance. 

ALL  

SHARED Enabledðenable ñNAT,ò or network 

address translation. Local addresses 

can be translated to global WAN 

address on a one-to-many basis.  

 

Disableðdisable ñNAT.ò 

Enable 

ISP Select local ISP, if not listed here, Customer 
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please select ñCustomer.ò 

APN  APN provided by your Local ISP  Uninet 

Access Number Dialup phone number provided by 

your Local ISP. 

*99#/*99***1 # / 

#777 

Username Some APNs need a username and 

password to complete the PPP 

connection, but not every APN needs a 

username. 

GPRS 

Password Some APNs need a username and 

password to do the PPP connection, 

but not every APN needs a password.  

GPRS 

Network Select 

Type 

Choose mobile network type. The 

available options are ñautoò, ñ2G 

onlyò and ñ3G only.ò 

Auto/ 2G only / 3G 

only 

Static IP  Enable a static IP if your SIM card can 

get a static IP address. 

Disable 

Connection Mode It may be set to either ñAlways 

Online,ò ñConnect On Demand,ò or 

ñManual.ò 

Always Online 

Redial Interval When a dialup fails, InGateway will 

redial after an interval. 

30 seconds 

Advanced Options 

Initial Commands Used for advanced parameters. N/A 

PIN code Set the use of the SIM card PIN code. N/A 

Dial Timeout Set dialup timeout. The IG601 will 

reboot after timeout. 

120 seconds 

MTU Set max transmit unit, or max frame 

size. Set this number to 1500 for 

normal frames and larger for little big 

frames.  

1500 

MRU Set max receive units. 1500 

TX Queue Length Set length of transmit queue. 64 

Authentication 

Type 

Select either Auto, PAP or CHAP. This 

is nessecary for some ISP connections. 

Auto 

Enable IP header 

compression 

Enable IP header compression Enable 

Use default 

asyncmap 

Enable default asyncmap, and PPP 

advanced option. 

Disabled 

Use Peer DNS Use the assigned DNS server. Enable 

Link Detection 

Interval 

Set the Link Detection Interval. 55 seconds 

Link Detection 

Max Retries 

Set the max retries if a link detection 

failed. 

3 

Debug Enable debug mode. Disable 

Expert Option Provide extra PPP parameters, 

normally user don't need to set these. 

Options include: nomppe nomppc 

nodeflate nobsdcomp novj novjccomp 

N/A 
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noccp.  

ICMP Detection 

Server 

Set the ICMP Detection Server. Blank 

represents none. 

Blank 

ICMP Detection 

Interval 

Set the ICMP Detection Interval. 30 seconds 

ICMP Detection 

Timeout 

Set ICMP Detection Timeout (IR6X1 

will reboot if ICMP time out) 

20 seconds 

ICMP Detection 

Max Retries  

Set the max number of retries if ICMP 

failed 

5  

 

 

Configure the device's schedule to set any downtime.  

To set the devices schedule, go into the ñDialupò window, enter the ñSchedule Managementò page.  

 

3.3.2 LAN 

To create a static LAN connection, go into the navigation panel, select Network >> LAN,  then enter 

the ñLANò page, as shown below. 
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The settings are explained below: 

Parameters Description Default 

MAC Address The host MAC address in LAN, which is provided 

by the manufacturers. 

00:18:05:15:11:8D  

IP Address Set the IP Address in LAN 192.168.2.1  

Net mask Set the subnet mask of a local network. 255.255.255.0 

MTU Set MTU length options to either Default or 

Manual. 1500 is the normal frame size for Ethernet 

v2.   

1500 

LAN Mode  100M Full/duplex,100M Half/duplex. Auto Negotiation 

Multi -IP Settings 

IP Address Set additional IP Address of LAN N/A 

Netmask Set netmask of LAN N/A 

Description Description about this IP address N/A 

3.3.3 DNS 

At the core of the internet lies DNS or the domain-name system. It employs a distributed database 

(DDB) to map domain names and IP addresses across the web. DNS makes it convenient to access the 
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internet, so that instead of memorizing IP numbers, people can use words to make domain-names.  

The device supports the following two functions through the domain name configuration service: 

 ̧ DNS Server: the device can function as a local DNS Server.  

 ̧ DNS relay: as a DNS agent, the device can transfer DNS request and response messages between 

the DNS client and server, while and executing domain name analysis in place of the DNS Client. 

To begin setting up the DNS client, find the navigation panel, select Network>>DNS to enter into the 

ñDNSò window and manually set the DNS information. If the DNS information is empty, it can be 

found via dialup. Generally, users will only need to set the dialup DNS settings if they have static 

routes on the gateway. 

 

Page description is shown below: 

 

Parameters Description Default 

Primary DNS Set Primary DNS N/A 

Secondary DNS Set Secondary DNS N/A 

3.3.4 DDNS 

DDNS (Dynamic Domain Name Server) automatically adds DNS entries to a server in real time. 

DDNS automatically logs IP addresses and host-names to its database when hosts connect to the 

network. When hostnames have been recorded, they may be used in the place of IP addresses. DDNS 

will be particularly useful in an IPv6 environment.  

To set up DDNS, go into the navigation panel, select Network >> DDNS, then enter ñDDNSò page, as 

shown below. 
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Page description is shown below: 

 

Parameters Description Default 

Current 

Address 

Show the current IP address Blank 

Service Type Select DDNS Provider Disabled 

URL Automatically generate, users do not 

need to set 

http://www.3322.org/ 

Username Registered username for DDNS N/A 

Password Registered password for DDNS N/A 

Hostname Registered hostname for DDNS N/A 

Wildcard Set whether the server supports 

wildcards 

Disabled 

http://www.3322.org/
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MX Whether to update the mailbox record N/A 

Backup MX Whether to update the mailbox record Disabled 

Force Update Force update records after modifying 

the settings 

Disabled 

3.3.5 Static Routes 

Static routes are created manually and have many different uses. After the static route is set, packets 

will be transferred to appointed routes. Engineers can create simpler networks by using static routes in 

place of RIP or OSPF, and ensure greater network reliability. The proper setting and use of static 

routing can also improve the performance of a network and guarantee bandwidth for important network 

applications. 

From the navigation panel, select Network >> Static Route, then enter ñStatic Routeò page, as shown 

below. 

 

Page description is shown below: 

Parameters Description Default 

Destination Set IP address of the destination 0.0.0.0 

Net Mask Set subnet mask of the destination 255.255.255.0 

Gateway Set the gateway of the destination N/A 

Interface Users can select which interface accesses 

the destination 
N/A 

Description Describe a static route N/A 












































































































